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Abstract— Biometric security systems area unit these days 

being introduced in many applications, like access 

management, sensitive information protection, on-line 

pursuit systems, etc., thanks to their advantages over ancient 

security approaches.. All constant, they are to boot prone to 

external vulnerabilities of biometric systems so their 

weaknesses could also be found and useful countermeasures 

against predictable attacks could also be developed. These 

attacks are attacks which will decrease their security level. 

Therefore, it's of the utmost importance to analyse the 

purported to either avoid the protection afforded by the 

system or to discourage the normal functioning of the system. 

during this paper, I describe the various threats which will be 

caught by a biometric system. I specifically think about 

attacks designed to elicit data regarding the primary 

biometric data of an individual from the keep model 

furthermore, I discuss the solution related to the threat. 
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Contamination. 

 
1. INTRODUCTION 

This Biometrics refers to the automated identification or 

identity verification of living persons victimization their 

enduring physical or behavioural characteristics. several 

body components, personal characteristics, and imaging 

ways are suggested and used for biometric systems: fingers, 

hands, feet, faces, eyes, ears, teeth, veins, voices, 

signatures, typewriting designs, gaits. this implies that life 

science is that the machine-driven approach to attest the 

identity of someone victimization individual’s distinctive 

physiological or behavioural characteristics. Since it's 

supported a novel attribute that is a component of you, you 

do not get to worry regarding forgetting it, losing it, or 

exploit it at someplace. Since it's distinctive to you, it's 

harder for others to repeat, duplicate or steal it. so normally, 

biometrics offers a safer and friendly means of identity 

authentication [1, 2]. Authentication is that the act of 

creating or confirming one thing (or someone) as authentic, 

that is, the claims made by or regarding the issue area unit 

true. In the trendy approach, Biometric characteristics are 

often divided into 2 main classes: 

A. Physiological area unit associated with the form of 

the body and so it varies from person to person fingerprints, 

face recognition, hand pure mathematics and iris 

recognition area unit some samples of this type of 

biometric. 

B. Activity area unit associated with the behaviour of 

someone. Some examples during this case are unit 

signature, keystroke dynamics, and voice. Typically voice 

is additionally thought of to be a physiological biometric 

because it varies from person to person. 

 

1.1 Modes of Operation 

A typical biometric system operates in 2 main modes: 

enrolment and Authentication. within the enrolment mode, 

the system captures the biometric samples from the user 

and stores the options extracted from the sample within the 

system info as a biometric example, xE, at the side of the 

identity of the user.  Depending on whether or not the 

biometric system is being employed for identification or 

verification, the authentication stage is implemented 

otherwise. during a verification system, the user provides 

his identity, I, at the side of the biometric sample to the 

system. The options, xA extracted from the question 

biometric sample is matched solely with the model, noble 

gas keeps against the claimed identity and therefore the 

system declares a match if the match score is larger than 

the system threshold and declares a non-match, otherwise. 

In an identification system, the user provides solely the 

biometric sample to the system while not claiming any 

identity during authentication. The question so 

noninheritable by the system is matched with all the 

templates hold on within the system information. If one in 

each of the templates within the information matches the 

question, a match is declared; otherwise, the system 

declares a nonmatch. 

While a biometric system can enhance user convenience 

and provide security, it's also at risk of various forms of 

threats as discussed below [2, 3].In circumvention, an 

attacker gains access to the system protected by the 

authentication application. This threat is a privacy attack, 

where the attacker accesses the information that he/he 

wasn't authorized (e.g., accessing the medical records of 

another user) or, as a subversive attack, where the attacker 

manipulates the system (e.g., changing those records, 

submitting bogus insurance claims, etc.). 

Privacy attack: Attacker accesses the information that 

she/he wasn't authorized (e.g., accessing the medical 

records of another user). 

Subversive attack: The attacker manipulates the 

system (e.g., submitting bogus insurance claims). 

Repudiation: In repudiation, the assailant denies 

accessing the system. for instance, a corrupt banker World 

Health Organization modifies some financial records 

lawlessly could claim that her biometric knowledge was 

“stolen”, or she will argue that the False settle for Rate 

(FAR) development related to any biometric could have 

been the explanation for the matter. 

Contamination (covert acquisition): In contamination 

(covert acquisition), an attacker can surreptitiously obtain 

the biometric data of legitimate users and use it to access 

the system. Further, the biometric data related to a 

particular application is utilized in another unintended 

application (e.g., employing a fingerprint for accessing 
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medical records instead of the intended use of office door 

access control). This becomes particularly necessary for 

biometric systems since we have a restricted variety of 

helpful biometric traits compared to the much-unlimited 

variety of ancient access identities (e.g., keys and 

passwords)Cross-application usage of biometric 

information becomes a lot probable with the growing 

range of applications victimization bioscience (e.g., gap 

automobile or workplace doors, accessing bank accounts, 

accessing medical records, lockup laptop screens, gaining 

travel authorization, etc.).Coercion, attackers force the 

legitimate users to access the system (e.g., employing a 

fingerprint to access ATM accounts at a gunpoint) [4]. 

Collusion: A user with wide superuser privileges (e.g., 

system administrator) lawlessly modifies the system. 

Coercion: associate degree aggressor forces a 

legitimate user to access the system (e.g., employing a 

fingerprint to access ATM at a gunpoint). 

Denial of Service (DoS): associate degree aggressor 

corrupts the biometric system so that legitimate users 

cannot use it A server that processes access requests may 

be bombarded with several fake access requests, to the 

purpose wherever the server’s machine resources cannot 

handle valid requests anymore. The higher than threats that 

cause such security lapses typically belong to at least one 

of the subsequent four categories: intrinsic failures, body 

privileges, non-secure infrastructure, and access to 

biometric knowledge. 

 

2. ATTACKS AGAINST BIOMETRIC SYSTEMS 

 
Fig.1 

 

ATTACK 1 A pretend biometric attribute like a synthetic 

Finger could also be conferred at the device. during 

this case no detailed system data or access privilege is 

necessary. 

ATTACK 2 Bypass Sensor-illegally intercepted 

information is also resubmitted to the system. 

ATTACK 3 The feature extractor might even be replaced 

by a malicious program that produces pre-determined 

feature sets 

ATTACK 4 Legitimate feature sets are also replaced with 

synthetic feature sets. 

ATTACK 5 The mediator could also be replaced by a 

computer virus program that forever outputs high 

scores thereby defying system security. 

ATTACK 6 The templates keep within the information 

could also be changed or removed, or new templates 

could also be introduced within the database. 

ATTACK 7 the info within the line between various 

modules of the system could also be altered and also 

the last 

ATTACK 8 the ultimate call output by the biometric 

system may be overridden. 

 

3.COMPROMISING BIOMETRIC INFORMATION 

The failure modes of a biometric system may be 

classified into 2 classes: 

Intrinsic failures: They are failures like non-working 

sensors, failure of feature extraction, matching, or higher 

cognitive process modules, etc. 

Adversary attack: In opponent attacks, a creative 

hacker (or probably Associate in Nursing organized group) 

attempts to bypass the biometric system for private gains. 

There square measure list of attacks that compromises 

biometric data. 

3.1 Masquerade Attacks 

Hill describes a masquerade attack whereby the 

fingerprint structure is decided exploitation the trivia 

templet alone (attack level seven in Figure 1). it's assumed 

that every item point is characterized by exploitation of its 

second location, orientation, and also the curvature of the 

ridge related to it. supported trivia points, the author 

predicts the form of the fingerprint (i.e., it's class) 

employing a neural network classifier consisting of 

twenty-three input neurons, thirteen hidden neurons, and 

four output neurons (corresponding to four fingerprint 

classes). 

3.2 Denial of Service (DoS) 

In Denial of Service (DoS) AN aggressor corrupts the 

authentication system so legitimate users cannot use it. For 

an identity verification system, a web authentication server 

that processes access requests (via retrieving templates 

from a database and playacting matching with the 

transferred biometric data) are often bombarded with 

several bastard access requests, to a degree wherever the 

server’s process resources cannot handle valid requests 

from now on. 

  3.3 Hill-climbing attack 

A hill-climbing attack is also performed by AN 

application that sends random templates to the system, that 

square measure perturbed iteratively. the applying reads 

the output match score and continues with the hot and 

bothered templet only the matching score will increase till 

the choice threshold is exceeded. Adler was incontestable 

that a face image may be regenerated from a face templet 

employing a “Hill climb Attack” (attack level two in 

Figure 1). He utilized AN unvarying theme to reconstruct a 

face image employing a face verification system that 

releases match scores. The algorithmic program 1st selects 

AN estimate of the target face from neighbourhood info 

comprising of a few frontal pictures by perceptive the 

match score corresponding to every image. AN Eigen-face 

(computed from the native database) scaled by half a 

dozen different constants is value-added to the present 

initial estimate leading to a group of half dozen changed 

face pictures that square measure then bestowed to the 

verification system. The image ensuing in AN improved 

match score is maintained and this method is repeated in 
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an unvarying fashion. inside a couple of thousand 

iterations, a picture which will with success masquerade 

because the target face image is generated. The necessary 

feature of this algorithm is that it doesn't need any 

information on either the matching technique or the 

structure of the template utilized by the authentication 

system. what is more, templet coding does not forestall this 

algorithmic program from with success deciding the 

original face image. The algorithmic program was able to 

“break” three business face recognition systems. 

  

4 SOLUTIONS TO BIOMETRIC ATTACKS 

Several specific hardware and package solutions have 

been projected to shield biometric templates. The hardware 

solutions primarily involve coming up with a “closed” 

recognition system, wherever the example ne'er leaves a 

physically secure module and so can't be inverted or 

coupled. Few lists reflect the answer: 

4.1 Eliminate Replay 

A challenge-response primarily based system guarantees 

that the image is returning from the fingerprint sensing 

element (i.e., the offender has snot bypassed the sensor): 

Server generates a pseudo-random challenge once group 

action gets initiated by the consumer. The secure server 

sends the challenge to the intelligent sensing element. The 

sensing element acquires the fingerprint image and 

computes the response to the challenge. The challenge will 

be the confirmation of a phase of the image, a group of 

samples from the image, etc. The response and therefore 

the detected image square measure sent to the server. The 

validity of the response/image try is checked. 

4.2 Eliminate Hill-Climbing 

In a hill rise attack, the offender primarily implements 

the Associate in Nursing iterative improvement 

algorithmic rule to recover the initial model wherever the 

fitness operation is decided by the matchings core between 

the remodelled version of the present estimate of the initial 

biometric and therefore they hold on the model. It doesn't 

reveal the particular matching scores; solely reveals a 

coarsen amount version. this could render the hill-climbing 

primarily based attack infeasible or not possible.  

4.3 Fingerprint Liveness Detection  

There square measure numerous Software-based 

systems that notice the liveness of the fingerprint. Static 

during which we tend to mark cyclicity of sweat pores on 

the ridges. Dynamic during which sweat diffusion pattern 

on the ridges over time to time mark For animateness 

detection there's animateness detection module which is a 

five-sec video of the finger. 

 

5. CONCLUSIONS 

Biometrics offers a valuable approach to extending 

current security technologies that build it way more 

durable for fraud to require place by preventing prepared 

impersonation of the licensed user. However, to create use 

of life science we want to register users, a procedure which 

will be pricey, and taxing for users, and that we got to have 

a socially/culturally acceptable means of checking the 

biometric for authentication. These issues may bring about 

the necessity for safeguards over the utilization of the 

biometric. In victimization life science we tend to should 

be aware of the fact that they're not mensuration dead, and 

that many operational factors could cause them to fail. In 

such cases, body procedures to resolve operational failures 

may need to be placed in situ to forestall adverse client 

reaction, dangerous subject matter, and failures publically 

acceptableness. Whilst these failures might not represent a 

major proportion of transactions they'll have a ‘publicity’ 

result that's much more damaging than each one the 

success gained by the service. inadequate data from in-

depth pilot studies exists at the moment to point either 

however best to manage true or tune the service to provide 

acceptable monetary or anti-fraud results. 

 

REFERENCES 
[1].  Jain, A.K., Ross, A., Pankanti, S.: Biometrics: a tool for information 

security. IEEE Trans. on Information Forensics and Security 1, 

125–143 (2006) 

[2]  A. K. Jain, K. Nandakumar, and A. Nagar, “Biometric template 

security,” EURASIP, vol. 8, no. 2, pp. 1–17, 2008. 

[3]  Smart Cart Alliance Identity Council (2007): Identity and Smart 

Card Technology and Application Glossary 

[4]  U. Uludag and A. K. Jain, “Attacks on biometric systems:a case 

study in fingerprints,” in Proc. SPIE, Security,Seganography and 

Watermarking of Multimedia Contents VI, vol.5306, pp. 622–633, 

(San Jose, CA),January 2004. 

[5]  N. Ratha, J. H. Connell, and R. M. Bolle, “An analysis”, 

http://www.smartcardalliance.org,  

[6]  Joseph Mwema, Michael Kimwele, Stephen Kimani, “A Simple 

Review of Biometric Template Protection Schemes Used in 

Preventing Adversary Attacks on Biometric Fingerprint Templates”, 

proc. IJCTT, Vol. 20, No. 1, Feb. 2015. 

[7]  Tiwalade O. Majekodunmi, Francis E. Idachaba, “A Review of the 

Fingerprint, Speaker Recognition, Face Recognition and Iris 

Recognition Based Biometric Identification Technologies”, proc. 

World Congress on Engineering 2011, Vol. 2, July 2011. 

 

 

 

Ranbinder Kaur | IJCSET(www.ijcset.net) | 2021 | Volume 11, 6-8

8




